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Applying Model-Based Design to Safety-Critical Systems

Model-Based Design with Simulink® products enables the use of executable specifications,
automated verification and validation, and production code generation—an approach that

reduces software development time, improves quality, and enhances innovation.

The benefits of Model-Based Design apply to a variety of embedded systems, including safety-
critical applications: Code generated using MathWorks tools and Model-Based Design has been
certified on safety-critical systems, and developers report six-sigma software quality and 50%

improvements in productivity [1,2].

To apply Model-Based Design successfully to safety-critical system development requires extra

consideration and rigor because these systems must adhere to tightly defined standards.

DO-178B, “Software Considerations in Airborne Systems and Equipment Certification [3] “ is
one of the most widely used of these standards. It was published in 1992, when most software
was hand-coded. As a result, it does not cover advanced software development technologies,

and must be mapped onto the processes and tools used in Model-Based Design.

About this Guide

A 100+-page paper, Model-Based Design for DO-178B, explains in detail how Model-Based Design for DO-178B
to meet the requirements in the DO-178B standard using Model-Based This 100+page paper covers the

Design with Simulink products (see sidebar). following topics:

This Guide includes three excerpts from Model-Based Design for DO-178B: * DO-178B sofiware lifecycle

« Introduction ® Model architecture

« DO-178B Software Lifecycle * Solvers
. . . e Data import/export
» Model Architecture Considerations
® Optimization
® Model diagnostics
¢ Hardware implementation
e Code generators
® Block selection
@ Block settings and data types
o Stateflow® software

® Runime library considerations

To obtain a copy, visit
www.mathworks.com/DO-178B

Note your Simulink® and

Real-Time Workshop® Embedded
Coder version information (using the
MATLAB ver command) and indicate

that you are willing to provide

feedback on this document for your
DO-178B project.




EXCERPT 1

1. Introduction

The purpose of this document is to provide approaches for applying MathWorks products

for Model-Based Design to safety-critical or mission-critical systems that must meet DO-178B
objectives for certification. Approaches presented in this document are provided as recommen-
dations, but are not the only methods that could be used in meeting DO-178B objectives for
certification. These guidelines may also be applied to safety-critical or mission-critical systems
that do not have to meet the objectives of DO-178B, but this document does assume that the
software lifecycle follows that standard.

Disclaimer: While adhering to the recommendations in this document will reduce the risk
that an error is introduced in the software development process and is not detected, it is
not a guarantee that the system being developed will be safe. Conversely, if the recom-
mendations in this document are not followed, it does not mean that the system being
developed will be unsafe.

DO-178B defines five software levels: A, B, C, D and E. Systems being developed to levels A or B
would certainly fall into the category of safety-critical or mission-critical, because failures of these
systems could result in loss of life. Systems being developed to level C may result in increased crew
workload and a reduction in safety and should therefore provide a high degree of reliability. The

recommendations in this document are applicable to systems being developed to levels A, B and C.

This document does not discuss custom S-functions, device drivers, or Embedded MATLAB™

functions that are produced by the developer using manual coding techniques. Hand-written code

that is called by generated code will have to meet all of the lifecycle requirements of DO-178B.
Considerations for Embedded MATLAB functions may be added to this document in the future.




EXCERPT 2

2. DO-178B Software Lifecycle
The following processes make up the DO-178B software lifecycle:

« Planning

« Software development

« Verification of requirements

« Verification of design

o Verification of coding and integration

« Testing of outputs of integration

o Verification of verification process results
« Software configuration management

« Software quality assurance

« Certification liaison

There are objectives that must be met for each of the lifecycle stages defined in DO-178B. These
objectives are summarized in Appendix A of DO-178B in the form of tables. The following sections of
this document summarize those tables and provide recommendations on how the objectives may be
met using Model-Based Design. The potential usage of available tools for Model-Based Design in
achieving the objectives is also included.




2.2 Table A-2 Software Development Process

The following table contains a summary of the software development process objectives from DO-178B,
including description, applicable DO-178B reference sections and software levels the objective is applicable
to. The table also provides the tools for Model-Based Design that may be used in satisfying the objectives.

Description Section Software  Available Products for
Levels Model-Based Design
1 High-level requirements 51.1a A,B,C,D  Simulink®
are developed. Stateflow®

2 Derived high-level require- 511b ABCD Simulink®

ments are developed. Stateflow®
3 Software architecture 521a A,B,C,D  Simulink®
is developed. Stateflow®
4 Low-level requirements 521a A,B,C,D  Simulink®
are developed. Stateflow®

5 Derived low-level requirements  5.2.1b A, B,C,D Simulink®
are developed. Stateflow®

6 Source code is developed. 53.1a AB,CD Real-Time Workshop® Embedded Coder

7  Executable Object Code 531a A,B,C,D  Notapplicable
is produced and infegrated

in the target computer.

The following sections describe in more detail the potential impacts as compared to traditional
development, if applicable, for each software development process objective when using
Model-Based Design.

2.2.1 High-level requirements are developed

If models are defined as high-level software requirements, then Simulink and Stateflow

software may be used to develop the high level software requirements. The components within
these models (such as Simulink blocks or Stateflow objects) would then trace to the appropriate
system-level requirements, which are developed in accordance with ARP4754. The models should
be developed in accordance with the modeling standards defined during the planning process.

2.2.2 Derived high-level requirements are developed

If models are defined as high-level software requirements, then any Simulink or Stateflow
components that do not trace to the system requirements would be identified as derived
requirements, and these would be provided to the safety assessment process.




2.2.3 Software architecture is developed

Architecture of individual software modules may be defined by the Simulink and Stateflow
models, including sequencing and interfacing of the various elements within the models. If
model referencing capability is used, then the Model Dependency viewer may be used to

document the architecture of the software modules that are integrated using this capability.

The higher level architecture of how the generated code interfaces to other code within the
system must be defined separately. This may include interface to the real-time operating system
(RTOS), calling sequence for the code generated from the model and data interface to other
code modules.

2.2.4 Low-level requirements are developed

If models are defined as low-level software requirements, then Simulink and Stateflow may
be used to develop the low-level software requirements. The components within these models
would then trace to the appropriate high-level software requirements. The models should be
developed in accordance with the modeling standards defined during the planning process.

If the models are defined as high-level software requirements, and source code will be generated
directly from those models, then this objective does not apply.

2.2.5 Derived low-level requirements are developed

If models are defined as low-level software requirements, then any Simulink or Stateflow
components that do not trace to the high-level software requirements would be identified as
derived requirements and these would be provided to the safety assessment process.

If the models are defined as high-level software requirements, then library components or
reusable model referencing functions may be considered to be derived low-level requirements.

2.2.6 Source code is developed

Real-Time Workshop® Embedded Coder may be used to generate the source code from the model.
The source code can trace to the model components through the use of appropriate commenting
options described later in this document. The source code can be generated in accordance with
MISRA-C standards, with some exceptions, using appropriate modeling standards.

2.2.7 Executable object code is produced and integrated in the target computer

The generated source code may be compiled and linked using standard compilers/linkers.
Real-Time Workshop® Embedded Coder may generate a make file for use by the compiler or this
may be developed manually. The executable object code is then loaded onto the target computer.




EXCERPT 3

3. Model Architecture Considerations

This section contains recommendations with respect to model architecture considerations when develop-
ing safety critical or mission critical systems. The architectural considerations in this section are intended
to ease the verification activities associated with the code generated from the models.

3.1 Use of Atomic Subsystems

When creating models that use subsystems to break the models into separate viewable pages, it is recom-
mended that the subsystems be set to “Treat as atomic unit” See the subsystem parameters dialogue below.

E! Function Block Parameters: Heading Mode

—Subsystem
Selectthe settings for the subsystern block.

—Farameters

[v :Show port labels:

Feadftiite permissiu:uns:l Feadw'rite j

Marme of error callback function:

Pertmit higrarchical resolutiun:l Al j

¥ Treatas atomic unit
™ Minimize algebraic loop occurrences

Sample time (-1 for inherited):
[

Feal-Time Workshop system c:cnde:l Inline j

Ok I Cancel | Help | Apply |

When “Treat as atomic unit” is selected, the generated code for the subsystem is grouped together and
typically includes a starting and ending comment in the code file. Having a block of code map directly to
a page on the diagram simplifies the code review process. If this option is not selected, then the generat-
ed code may be interleaved such that lines of code trace to blocks across multiple pages on the diagram.

Selecting “Treat as atomic unit” also allows Simulink to check and report (as an error or warning) if this
group of blocks cannot be executed as a unit, e.g. function call across subsystem boundary; or direct
feedback loop, etc.

“Real-Time Workshop system code” should be set as “Inline” or “Function.” Use of “Auto” or “Reusable
function” can lead to confusion with respect to requirements traceability in the generated code. If reus-
able functions are desired, then Model Referencing should be used to instantiate the reusable functions.




3.2 Use of Model Referencing

The model referencing feature allows a large model to be broken into smaller separately configured units.
This results in separate code files for each of the separate models. There are many advantages to having
these separately configured files:

« Each model and its associated code can be verified as a separate component.

« When a reference model changes, only its code has to be reviewed.

» When a reference model changes, only its verification testing has to be performed.
« Regression analysis is greatly simplified.

o Structural coverage analysis is simplified when using smaller models and code.

« Reference model code can be reused.

When using Model Referencing, especially with large teams, configuration management of the reference
models is very important. There are two “best practice” scenarios for configuration management of the
reference models that are described here.
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